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‘Easy’ ethical issues

 Safety

 Privacy

 Transparency



Safety

 Example: tDCS device

 Marketed as increasing focus 

and alertness; improving 

cognition; relieving symptoms 

of anxiety and depression; and 

combatting cravings.

 Risks: unintended areas may 

be affected, enhancing one 

area might hurt another, effects 

may be longer-lasting than 

expected, tDCS may impair 

working memory, and that 

tDCS cause skin burns.
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Regulation?

 DTC neurotechnologies not 

classified as medical devices by 

the FDA.

 ‘General wellness products’.

 With medical devices, medical 

benefits are weighed against risks.

 With general wellness products, no 

such assessment is made.

 No ‘medical benefits’ recognized.

A general wellness product, for the purposes of 

this guidance, has (1) an intended use that 

relates to maintaining or encouraging a general 

state of health or a healthy activity, or (2) an 

intended use that relates the role of healthy 

lifestyle with helping to reduce the risk or impact 

of certain chronic diseases or conditions and 

where it is well understood and accepted that 

healthy lifestyle choices may play an important 

role in health outcomes for the disease or 

condition.

Docket No: FDA-2014-N-1039; 09/27/2019



Privacy

 Cybersecurity threats

 Example: EEG BCIs

 Hackers can intercept EEG 

data and/or establish 

unauthorized Bluetooth 

connections.

 Hacked data is valuable, e.g., 

$5 for credit card information 

or $250 per medical record 

(Trustwave 2018).

choosemuse.com
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Privacy

 Companies not bound by privacy 

regulations – can sell data freely.

 Brain data increasingly sensitive and 

revealing.

 Can be integrated with host of other 

information – digital phenotyping.

 Data uses might include insurance, 

educational settings, “social credit” 

systems.

 Cognitive liberty.



Transparency

 Efficacy?

 Tension between designation as not 
a medical device and requirement of 
full validation.

 Lack of regulation is problematic.

 Majority of efficacy claims made by 
DTC EEG and tDCS companies are 
unsubstantiated, rely on 
testimonials, unrelated general 
scientific concepts, or unpublished, 
non-peer-reviewed in-house R&D 
(Coates McCall et al, 2019).

 Autonomy requires truthful 
information.

“It is the duty of the company to 

introduce to the market only those 

products and services that have 

been fully validated and for which 

the […] efficacy [has] been 

corroborated by scientific and 

medical consensus” (395).



‘Hard’ ethical issues

 Psychological continuity (Ienca and Adorno, 2017)

 Agency and identity (Yuste, Goering, et al, 2017)

 Existential authenticity (Kreitmair, 2019)

 ‘Empowerment’
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Empowerment

 Claim: Like all digital, mobile, health technologies, DTC neurotechnology 

empowers users to adopt healthier habits, take responsibility for their 

health, become more productive and relaxed. This technology empowers 

physical and psychological self-improvement.



Empowerment

 Empowerment is a state a person is in with respect to a certain situation, in 

which five things are true of her:

1) Knowledge

2) Control

3) Responsibility

4) Availability of Good Choices

5) Healthy Desires

Empowerment(state) ≠ Empowerment(self-perception)



Availability of Good Options

Knowledge

Healthy Attitudes / Desires

Control

Responsibility

Empowerment

Must have the ability to bring 

about an outcome.

Must have knowledge about 

relevant possibilities.

Must be responsible for the 

out-

comes one chooses to bring 

about.

Must have access to good 

options.

Must be motivated by healthy 

attitudes and desires.



Empowerment(state) Definition

 An individual possesses empowerment(state) with respect to a certain 

situation, if there are good options available to her, she has knowledge of 

these options, she has healthy desires with respect to these options, she 

has control over which of these options to bring about, and she is 

responsible for the respective action or actions.
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Responsibility

 Being responsible means being praise- and blameworthy.

 Two options:

 Something about the use of DTC neurotechnology makes the user more 

praise- and blameworthy.

 The decision to use DTC neurotechnology in the first place is praise- or 

blameworthy.



Responsibility – Option 1 (Within Use)

 Example: Automatic calorie-tracker

 Horace is obese and wants to lose weight 

by cutting calories. He buys and uses the 

GoBe wearable.

 Question: Assume Horace is successful in 

cutting calories. Is Horace’s calorie-cutting 

behavior more praiseworthy if it happens 

in the setting of GoBe use rather than via 

another method?

 No.

healbe.co

m



Responsibility – Option 1 (Within Use)

 Question: Assume Horace is not

successful in cutting calories. Is Horace’s 

calorie-cutting behavior more 

blameworthy if it happens in the setting of 

GoBe use rather than via another 

method?

 Perhaps, Horace is more blameworthy 

because he has improved tools and “no 

more excuses”. “He just lacks willpower.”

 No! Obesity is complex phenomenon, 

largely driven by genetics, environmental 

factors, and psychological adversity.

healbe.co

m



Responsibility – Option 2 (Decision to 

Use)

“[S]ome participants generally felt that patients do not take enough 

responsibility of their own health and ‘rely on everyone to sort out 

the problem’” (p. 3).
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“[S]ome participants generally felt that patients do not take enough 

responsibility of their own health and ‘rely on everyone to sort out 

the problem’” (p. 3).
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Responsibility – Option 2 (Decision to 

Use)

 DTC m-health technology use most common among young, wealthy, white, 

college-educated  individuals (Chandresekaran et al, 2020).

 DTC m-health technology expensive and beyond reach for many who are 

interested in using it (Holko et al, 2022).

 DTC m-health technology may be less accurate or non-functional in 

individuals with dark skin (Colvonen et al, 2020).

 Deeming individual praiseworthy for using DTC m-health technology 

and/or blameworthy for not using such technology, risks exacerbating 

existing racial and socio-economic discrimination.



Availability of Good Options

 Efficacy

 Cost

 Adherence

 Safety

 Privacy



Healthy Desires
healbe.co
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 Example: Automatic calorie-tracker

 Can drive disordered eating (Linardon & 
Messer 2019).

 Example: Sleep tracking

 “The patients' inferred correlation 
between sleep tracker data and 
daytime fatigue may become a 
perfectionistic quest for the ideal” 
(Baron et al 2017).

 For the unregulated DTC 
neurotechnology industry, furthering 
healthy behavior is     only valuable in 
so far as that is aligned    with their 
profit objective.



Empowerment

 Empowerment is a state a person is in with respect to a certain situation, in 

which five things are true of her:

1) Knowledge

2) Control

3) Responsibility

4) Availability of Good Choices

5) Healthy Desires

 Narrative of empowerment is prevalent.



Empowerment(self-perception)

 Empowerment(self-perception) is not a state but a perception of oneself as 

powerful or potent.

 Rappaport (1987): “psychological sense of personal control or influence”.

 Definition: An individual possesses empowerment(self-perception) with respect 

to a certain situation, if she perceives there to be good options available to 

her, she perceives herself to have knowledge of these options, she 

perceives herself to have healthy desires with respect to these options, 

she perceives herself to have control over which of these options to bring 

about, and she perceives herself to be responsible for the respective 

action or actions.

 It is possible to perceive oneself as possessing a feature without actually 

possessing it.



Upshot

 If DTC neurotechnology at least sometimes engenders not 

empowerment(state) but empowerment (self-perception), then it is important to 

determine how prevalent that phenomenon is. Someone who is 

empowered(self-perception) but not empowered(state) is not in a position to bring 

about desired behavior change, despite feeling that they should be able to. 

Not only can this generate unreasonable expectations detrimental to 

health and wellbeing, it also places the burden of change on the shoulders 

of seemingly empowered individuals, when in reality, the conditions 

necessary for individuals to affect change are not met.



Thank you
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