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Digital Medicine

» Combining technological advances in
information technology, artificial infelligence,
and big data with those of pharmaceutical,
biotechnology, and medical device companies




Digital Pil

FDA News Release

FDA approves pill with sensor that digitally tracks
if patients have ingested their medication

New tool for patients taking Abilify

» MyCite

» Proteus sensor encapsulated with
Abilify

» Patch

f sHARE W in LNKEDIN | @ PINIT EMAIL & PRINT
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Release

» iPhone with App

Summary FDA approves Abilify MyCite, a pill with a sensor that digitally tracks if patients have

> P 0] r-I- a | ingested their medication

Release The U.S. Food and Drug Administration today approved the first drug in the U.S.
with a digital ingestion tracking system. Abilify MyCite (aripiprazole tablets with
sensor) has an ingestible sensor embedded in the pill that records that the
medication was taken. The product is approved for the treatment of schizophrenia,
acute treatment of manic and mixed episodes associated with bipolar | disorder and
for use as an add-on treatment for depression in adults.

The system works by sending a message from the pill’s sensor to a wearable patch.
The patch transmits the information to a mobile application so that patients can
track the ingestion of the medication on their smart phone. Patients can also permit
their caregivers and physician to access the information through a web-based
portal.

“Being able to track ingestion of medications prescribed for mental illness may be
useful for some patients,” said Mitchell Mathis, M.D., director of the Division of
Psychiatry Products in the FDA's Center for Drug Evaluation and Research. “The
FDA supports the development and use of new technology in prescription drugs
and is committed to working with companies to understand how technology might




Data Studies

leG DATA STUDIES AND ABUSE OF FIDUCIARY DUTIE_Z‘

by Craig Klugman, Ph.D.

Astudy published in eMay17th 2018 issue of Cell, “Disease Heritability Inf

3 cords,” shows a connection
between families and certain diseases at three large urban university medical centers.
The researchers took private health information from electronic medical records,
identified family trees by matching emergency contacts, examined diagnoses and
other health information, and matched that with any tissue samples from biobanks to
build a picture of disease heritability. The people whose private health information
was used have no idea that the study occurred.

This study is similar to the recent revelation of ) d

t permissic end co d to a quiz. | did not consent, but my data was
swept up because a friend clicked a button. This study feels very similar to that.
Private data and records were used in this study without informing people, without
asking if they would like to be part of the study, and without giving them a chance to
opt out. On Facebook, there is no expectation of privacy: It is clear that we pay for
this free service by giving away our information which is repackaged and sold. In
medicine, there is a strong expectation of privacy going all the way to the Hippocratic
Oath. The risks are real: Matching records like this could bring to light some family
secrets that people would rather not be known. What if dad has a second family that
the first knows nothing about? What if the mother has a child from her past that her
current family does not know about?

€he New York Times

‘Will You Be My Emergency Contact?’
Takes On a Whole New Meaning

Did you know that your emergency contact’s data could be mined for medical research?

By Heather Murphy
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Digital Medicine Systems

Medical




Medical Device Categories

Medical

» Type |: Mobile apps

» Type ll: Limited body contact
» Sensors

» Remote monitoring

» Type lll: Contact with the body
» Pacemakers

» Insulin Pumps




Portals

» Receive signals from medical
devices

» Sends data to the servers

» Portal to provide access to
iInformation from servers

Syncing.....

Last data
recorded
09-18-2018

Mobile search
suggests
DEPRESSION

Last pill
ingested
3 days ago




Data Structures

» Servers

» Where information is kept — “The
Cloud”

» Algorithms

» A set of guidelines that describe
how to perform a task (often
mathematical)

» Al Systems

Data,
Structures




Digital Medicine Landscape
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Autonomy & Informed Consent

» |IP means patient can not know the full process of the digital solution
» Informed Consent v. User Agreement
» Therapeutic Misconception

» Data Management

Informed

» Who owns the data? Consent USER
AGREEMENT

» Right to withdraw?




Bias
» Algorithms are biased

» Only as good as the information
they are fed

» Carry through their programmer’s
biases

» No checks and balances on an
algorithms decisions, no way to
ask “why"

SCIENTIFIC REPg}RTS

Article | OPEN  Published: 05 September 2018

Indirect Reciprocity and the Evolution of
Prejudicial Groups
Roger M. Whitaker®™, Gualtiero B. Colombo & David G. Rand

Scientific Reports 8, Article number: 13247 (2018) ~ Download Citation

1

Abstract OoWwWn.

“This new work
demonstrates
the possibility
of Al evolving
prejudicial
groups on their

NEW SCIENTIST LIVE 2018
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FEATURE 12 April 2018, updated 27 April 2018

Discriminating algorithms: 5 times
Al showed prejudice

Artificial intelligence is supposed to make life easier for us all - but it is also prone to

amplify sexistand ra Newscientist

News Technology Space Physics Health Environment Mind | Travel Live Jobs
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Home | News | Technology

ANALYSIS 20 October 2016

Police mass face recognition in the
US will net innocent people

s

Machine Bias

There's software used across the country to predict future criminals. And it's
biased against blacks.

by Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica
May 23, 2016

O N A SPRING AFTERNOON IN 2014, Brisha Borden was running
late to pick up her god-sister from school when she spotted an
unlocked kid's blue Huffy bicycle and a silver Razor scooter. Borden
and a friend grabbed the bike and scooter and tried to ride them
down the street in the Fort Lauderdale suburb of Coral Springs.



Lack of Feedback

1BM's Watson recommended 'unsafe and incorrect' cancer treatments - STAT 7/25/18, 11:57 AM

STAT+

IBM’s Watson supercomputer recommended ‘unsafe and incorrect’ cancer treatments,
internal documents show

seymross and ke Swetlitz @ikeswetlitz

Alex Hogan

Internal IBM documents show that its Watson supercomputer often spit out erroneous cancer treatment
advice and that company medical specialists and customers identified “multiple examples of unsafe and
incorrect treatment recommendations”™ as IBM was promoting the product to hospitals and phys

around the world.

The documents — slide decks presented last summer by IBM Watson Health’s deputy chief health officer

— largely blame the problems on the training of Watson by IBM engineers and doctors at the renowned

Memorial Sloan Kettering Cancer Center. The software was drilled with a small number of “synthetic™
or hypothetical patients, rather than real patient data. Recommendations wers d on the

expertise of a few specialists for each cancer type, the documents say, instead of “guidelines or
evidence.”

w.statnews.com/2018/07/25/ibm-watson-recommended-uns...8&utm_medium=email&utm_term=0_8cab1d7961-beb06f048d-149642325 Page 1 of 2




Privacy & Confidentiality-|

» Privacy - The right to
keep your own secrets

£

» Confidentiality —

Expectation that a person LOCK BuX
with whom you share & LOCK ouT

information will keep it FOR SAFETY
secret.




Privacy & Confidentiality-ll

» Information sharing
» Physician
» Family/Friends (optional)
» Pharmaceutical Company
» Device Manufacturer
» Software Developer
» Insurance Company




Cybersecurity

» No legal or FDA
requirement for data

cncrypion — LA PRI T
» Hacking L MALWARE DIRECTLY ON THE
= DEVICE

A New Pacemaker Hack Puts Malware Directly on the Devi




Changing Physician-Patient

Relationships

» Trust
» Clinician Monitoring
» Managing Expectationsts

NEW YORKER

WHY DOCTORS HATE
THEIR COMPUTERS

Digitization promises to make medical care easier

d more efficient. But are screens coming between
doctors and patients?

Syncing.....

rei
09-18-2018

Mobile search

suggests
DEPRESSION

Last pill
ingested
3 days ago

» Liability Risks
» Blame for adverse events

» More physician computer
responsibilities

» 2016, 2 for 1



Unexamined lssues

» Involuntariness

» Direct Observed Therapy
» Court-Ordered

» Can Becomes Must




Future of Al and Health

Ethics & Policy Tasks

» Need to create regulatory and

Uses in Health Care

» New frontiers oversight structure
» Better conftrol of chronic condifions » Updating privacy rules
» Expanding expertise » What happens when docs and Ais
» Greater availability of expert views disagree?
» Greater availability of expertise in » Integrate computers further into
resource poor settings practice

New Al Outperforms In Stanford Medical Study

PRESS RELEASE PR Newswire

Sep. 10, 2018, 06:03 AM
SAN FRANCISO, Sept. 10, 2018 /PRNewswire/ -- Stanford University
School of Medicine (htips://med.stanford.edu/) and Unanimous
AT (https://unanimous.ai/) presented a new study today showing
o o o that a small group of doctors, connected by intelligence algorithms that
> D €CISION-ASSIS TO N T enable them to work together as a "hive mind," could achieve higher

» Aufomate tedious tasks

» Allocate resources
» E.g. How to best schedule Ors

diagnostic accuracy than the individual doctors or machine learning
algorithms alone. The technology used is called Swarm Al and it
empowers networked human groups to combine their individual insights

in real-time, using Al algorithms to converge on optimal solutions.
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